ALE3D Users on LLNL Computers,

Installation and use of ALE3D programs, documentation, and related materials on one or more LLNL platforms carry an obligation to protect these assets.  Please read the following carefully so we can ensure proper protections are in place at LLNL at all times. 

Unless specifically noted otherwise, ALE3D-related materials are considered Export Controlled, and the employee will observe all applicable US and foreign laws and regulations concerning the transfer of ALE3D, documentation, or related technical data, including International Traffic in Arms Regulations and Export Administration Regulations.  In other words, the employee will protect ALE3D programs, documentation, and related materials from access by foreign nationals.

Starting with the version 4.8 release, ALE3D has also been deemed for Official Use Only (OUO).  By DOE Order 471.3, OUO may be exempt from public release under the Freedom of Information Act (5 U.S.C 552), Exemption 2, Circumvention of Statute. Access is on a need-to-know basis and individuals with access must treat it as such.

You ARE allowed to:

· Use ALE3D on any machine where it is supported and installed by the ALE3D team

· Make copies of supporting documentation for your internal use only

· With permission from ALE3D Point of Contact, install a version of ALE3D on a machine for your personal use only, and on which no foreign nationals can access ALE3D

You are REQUIRED to:

· Shred any paper copies of ALE3D source code and documentation before disposal, or dispose of them in an approved LLNL OPSEC disposal container suitable for sensitive unclassified information.

· Obtain approval of the ALE3D group before distribution of memos, papers, or presentations that discuss the physics or general structure of ALE3D.

You should NOT:

· Make copies of ALE3D assets in public areas that are not protected

· Transfer ALE3D to a 3rd party.  Instead, you should contact theALE3D team (ale3d-help@llnl.gov) requesting access to existing installations.

· Install or run ALE3D on a personally owned computer.  While exceptions could possibly be made, you will likely be asked to submit your computer for a full security audit by classification.

Note that the ALE3D team uses logging software to collect usage statistics.  If you move a copy of ALE3D to a new machine, these statistics will not be collected.  We ask that you contact us for information on how to enable logging on your platform via simple environment variable settings, and occasionally send those logs back to us.

Thank you for your attention.  If there are any questions, please email 
ale3d-help@llnl.gov and we will attempt to clarify.
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